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University Medical Practice
Policy on Recording Patient Consultations in Primary Care 
Background
Recording patient consultations for teaching purposes is a recognised and valued part of education in general practice to help both GP trainees and qualified GPs develop their communication and consulting skills. Now that the range of primary care professionals is expanding, the technique may also be increasingly used by other clinicians. 
There is a need for the practice to meet their responsibilities within the current guidance for information governance, including General Data Protection Regulation (GDPR).
This guidance is mainly intended for GP trainees, hence the reference throughout to GP trainees. The same procedure should be used by any other clinician within the practice who records patient consultations.
Guiding Principles
· All recorded consultations must be accompanied by a valid signed consent form
· Only patients who are competent to consent can have their consultations recorded. Consultations with children require signed parental/guardian consent. Special care should be taken with the consent procedure where there might be issues with competency to consent or potential language barriers
· Recordings of consultations should be handled with the same level of security as patient record files. Recording devices must not be left unattended during the recording process
· Recordings of consultations should only be taken outside of the practice for the purpose of being viewed at a training event. A secure encrypted device must be used.
· Recordings of consultations should not include any examination of the body where clothing needs to be removed. Adjustments to clothing may be allowable, eg rolling up a sleeve but not exposing more intimate body areas.
· Signs should be put up informing patients that this is a training practice and consultations may be recorded with their consent.
Process for obtaining and recording patient consent
1. All practices where consultations might be recorded will have a notice in their reception and/or waiting room areas stating that patient consultations might be recorded for training purposes and that there is a choice as to whether patients wish to be recorded without that choice impacting on the provision of their health care.
2. GP trainees will identify in advance the times at which they intend to record patient consultations. Last minute arrangements are to be discouraged wherever possible.
3. Wherever possible, patients should be made aware at the time of booking their appointment that, if they agree, the doctor concerned seeks to record the consultation.
4. Where possible, on arrival at the practice, the patient should be diverted to speak to a receptionist. The receptionist will give the patient information about the purpose for recording the consultation and then, if the patient agrees, ask them to sign the consent form.
5. The doctor making the recording will confirm at the end of the consultation that the patient is still happy for the consultation to have been recorded and the patient will sign their agreement. If this does not happen the recording will be deleted on the same day.
6. Patients will be made aware that they can withdraw consent at any time following this, either verbally or in writing, and they will receive confirmation that the consultation has been deleted.
7. Only patients who are competent to consent can have their consultations recorded. Consultations with children require signed parental/guardian consent.
8. Informed consent means that the patient understands that:
· the recording will be stored in a password-protected file on the Z drive until after the training event has taken place or for no longer than 6 months,  unless there is a justifiable exception.
· the recording will only be used for training purposes, including assessment of the doctor, usually within the practice building between the trainer and trainee. Sometimes teaching sessions may be held outside the practice in a group setting where the recording may be viewed by other trainers and trainees.
· the recording may be used for trainer skill development in benchmarking their assessments of trainees.
· if a training session is held outside the practice, the recording will be transported via a secure, encrypted method. The recording will be deleted after the GP training session.
· the patient can request that the recording is stopped at any stage during the consultation.
· the patient can withdraw consent at any time even after completion of the consent form.
· the recording in the practice will be deleted after the time specified unless written consent is obtained from the patient to extend the specified period.
9. Consent forms should be scanned onto the patient’s electronic record after the trainee has completed their surgery.
Security of recorded consultations
· Recordings of consultations are handled with the same level of security as patient record files. It is recognised that there is a potential risk of breach of confidentiality with any recorded consultation and there are procedures in place to minimise this.
· The practice will maintain dedicated recording device(s) for the sole purpose of recording consultations. Personal smartphones and tablets will NOT be used.
· The GP resident will maintain an asset log detailing all recorded consultations that are being stored on their password protected folder on the z drive or on any secure encrypted device. In general recordings will be saved to a password-protected folder on the practice Z drive on the day of recording and deleted from the recorder at the same time.
· Storage of data must comply with GDPR guidance.
· When not in use recording equipment will be securely stored with the practice manager/HR manager.
· Secure encrypted devices must be used when a trainer or trainee needs to take a recorded consultation outside the practice. After the session the consultation will be deleted from the encrypted device.
· The trainee and trainer and HR manager will be jointly responsible for the erasure of all recorded consultations at the appropriate time interval. The asset log should be updated at this time.
Responsibilities for the GP Practice
· This policy will be discussed with every new trainee during induction. Both parties will sign and date to indicate that this has happened.
· The practice will follow the procedure for obtaining consent as detailed in this policy and will store and delete recordings in line with GDPR requirements
· If there is ever a data breach the Information Commissioner’s Office (ICO) guidance will be followed. 
· The practice has a process in place for any patients wishing to exercise their rights under the GDPR, in relation to the recording of their consultations. Requests from patients wishing to exercise these rights will be dealt with by the designated GDPR officer.
· Patients have a right to request a copy of the recording and if this request is made the practice will comply or provide evidence that the consultation has been deleted. The completed asset log will be sufficient proof of deletion.
 
Eduction & training Notice - see attachment 3
To be displayed in reception
 
Patient Consent Form for Consultation Recording for Training Purposes - See attachment 1
This consent form will be scanned into your patient clinical record for safekeeping.
 
Practice Log of Recorded Consultations in Password Protected File - See attachment 2
 
The Audio-COT (Consultation Observation Tool) in practice
The Audio-COT provides an additional tool to enable assessment of telephone consultation skills, which complements existing components of the WPBA (Workplace based assessment), as part of GP training.
How the Audio-COT works
GP supervisors will review a number of their trainee’s telephone consultations throughout their time in a GP setting via direct observation of a telephone consultation. The GP Supervisor has a discussion with the trainee and provides feedback from the observed clinical practice; an Audio-COT assessment is then completed. 
Patient consent
The patient must give informed consent for a second doctor to listen into the consultation. This should be obtained at the beginning and confirmed at the end of the consultation.
How should informed consent be requested?
When verbal consent to an Audio-COT is sought it must be done in a neutral fashion: the wording of the consent must not assume that the answer will normally be yes. If there is an opportunity to approach the patient at the time of arranging an appointment then this is desirable. If this is done, a note should be made of the fact on the appointment screen. The nature of GP means that the first approach will usually be with a receptionist. It is, therefore, important that staff understand the implications of the request that they are making to the patient. Consent for the telephone consultation to be listened to by a second doctor should be recorded in the patient record.
Confidentiality
It is important that patients understand who will listen to their consultation based on the consent they have given. The patient should be given the name of an individual who will ensure that the scope of the consent is not exceeded. This individual will be the supervising doctor. The patient should be confident that any observer of their consultation will refrain from discussing what they have heard outside the session in which they listened to it.
 
Statement for receptionist to advise patients that there may be two doctors on the telephone line during the conversation.
‘We are hoping to use some of the consultations between patients and Dr……………. ( trainee’s name) with whom you will be having a telephone consultation today, for training purposes. Doctors training to be a GP use directly observed consultations to evaluate their telephone consultations.
There will be:
· Two doctors on the telephone line during your consultation- with one doctor listening
You do not have to agree to your consultation with the doctor being observed. If you do not want this to happen please let me know- this is not a problem and will not affect your consultation in any way. But if you do not mind your consultation being used for training, we will record your verbal consent. Thank you very much for your help.’
 
 
 
 
